a. Pravkk danbpBr af she PL4: 



NO vrs 

iTha Pis is isi;v> r-aapOk- ;a;d aftsr division appras ON) sbssBd he '.ybasiPrd as 
I'BI 0(ii /P( l l : Or limb PBi apprmsd >md bemn'mmkmst If Pl.\ amPor mink 


UNO .A SSI HO) 
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UNaASS:!FIED//FOU<: 


:PCLU (Rev. 08/59/2013) 


FBI PRI VACY THRESHOLD ANALYSIS (FTA) 

NAME OF SYSTEM / PROJECT: T 


BIRR FBI Vmqm Asset ID: NET-OOOOO?; 


CFwfoffid B*; 
Rewmt 


SYSTEM/PROJECT FO€ 
Na i> feel a 1 Arch tec i 


Program Office: Data Center Hardwai 

& OS Section 

Divisio n: [TIP 

Phone: I I 

Room N urn her: C H Y -102 


FBI OGC/P CLU PO€ 
iName: AGCl 
Phone : l I 

Room Number: 73 50 i EH 


FBI DIVISION INTERMEDIATE APPROVALS (complete as accessary mmermnt * 


Program Division: 
Information Technology 
Applications and Data 
Division (iTAD) 

FBIBQ Division' 


Program Manager (or other appropriate 

executive as Division determines) _ 

SignatureTTym ;; •y y»y ''giT 
Date signed: | {'5 f $ ^ 

Name: David 3. Bukovich 

Title: Section Chief, Intelligence and 

I nvestigative Appiicati ons Section _ 

Signature: 

Date signed: 

Name: 


Division Privacy Offices 

Signato re: | 

Date signe d: 4//// 
Name: ITS l ~ 

Title: ITID/VCSU Priva 


Signature: 
Date signed: 
Name: 

Title: 


Alter all division approvals, forward signed hard copy plus electronic copy to FBI 
OGC/PCLii (JEM 7350), 

0'he FBI Privacy am Civil Obenfos OR cm s iU msifiiMS conditions, me, 01 im< 1 appro 
will be recorded on the following page ) 


UNCLASSii ; 'IBD/7FOUO 
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4L FBI APPROVAL / 'DETERMINATIONS / CONDITIONS: |ThI« section will be 
pasted by the FBI FCLU/f CLO following FT A safemfesioa. The ETA drafter should 
it s the nest page and coatihs«s>] ....... 

•equired by the E-Government Act. 


PIA k to be completed as a matter of FB1/UOJ discretion. 

\ to be published on FBI.GOV (after any RMD FOIA redactions)? 


No (indicate reason): 


X PIA is not required for the following reason? s): 

System tu disse nil ite Fll 

System is grandfathered (in existence before 4/17/2003; no later changes posmg significant privacy risks,!, 
j for it i he sy elates to iraema govern entoper ti s 
System has been previously assessed under an evaluation similar to & PIA. 

X No sigp Ti cam, orb'ii nv,, issues for, , nriv;->';t , ,i Sfti iCift, & re, , tiildmaadf__ 


Applicable SORN(s): Department o f Justice C omputer Sy stems Aitiyiiy.an^ 

at 6 4 Fed. Rea . 73585 fD ec. 30. 1999) ........... 

Notifv FBI RMD/RIDS per MiOG 190.2.3? X No „_Yes-See sample EC on PC1JU intranet website here: 

htvp://home/DO/OGC/LTB/PaAi/PrivacyCivi]%20Liberties%20I,tbrary/ibrm__forjniog]90-2-3__ec.wpd 

SORN/SORN revisior(s) required? X No _Yes 

Prepare/revise/add Privacy Act (eX3) statements for related forms? _X__ No _Yes 

Form FD-889, FBI Information Technology and Information Systems Rules of Behavior for General Users Agreement 
Form, provides a Privacy Act Statement of users of FBI IT systems. All FBI personnel with access to FBI IT systems 
must electronically sign form FD-889 as pan of their annual 1'NTOS EC training. 

~pf •( v i ( r« Za ! wnh st R.VD ‘c i< ' f 1 '(• Ddc ? c.eOs >• i ue 
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this 
as well as on eomoliance with requirements for Electronic Recordkeeping Certification and any necessary; update- 


Unit Chief Privacy and Civil Liberties Unit 
FBI Privacy and Civil Liberties Officer_ 
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INFORMATION ABOUT IHK ’s'tNJTIVI / 


1. Provide a genera! description of the system or project that includes: {a} name of 
the sysiem/project, including associated acronyms; (b) structure of the 
system/project, including interconnections with other projects or systems; (e) 
purpose of the system/project; <d) nature of the information In the system/project 
and how it will he used; (e) who will have access to the information in the 
system/project; (!) and the manner of transmission to all users. 


I M'l \SS1FIHV i'Oi O 
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? Does ic s\ stem pro?,, to c ' -< .t t f i die sernir<ite r* rtiosnaionab * 
individuals c ahu : m being or .aturalp gardless< onality) 


X YES jif yes, please eontimie.j 


i nci as so \\ u > kx o 
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b3 
b7E 


3. Please indicate If any of the following characteristics apply to the information in the 
s} reel s'*' 1 . NdoaLv. Be in mind t t lop-on nor at ion t run lenti:'} 
linkable to an individual. 

(Check all that apply.) 

X The information directly Identities specific individuals. 

The information X intended to he used. In conjunction wsth omer dam element'-, 
to indirectly identify specific individuals, 

X I he information can be used ,0 distinguish or trace an indivldna.'s identic hie A 
is linked or linkable to specific individuals). 

If yon marked any of the above, proceed in Question 4. 

None of the above. If none of the above, describe why the information does not 
Identify specific individuals either directly or indirectly, 

4, Does the systero/projeci pertain only to government employees, contractors, or 
consultants? 

... NO 

X YES 


5, Is information about United States citizens or lawfully admitted permanent resident 
aliens retrieved from the system/project by name or other personal identifier? 

NO. [If no, skip to cpsestsou 7,J 

.X.... YES. [If yes, proceed to the next (pesfiom j 

b3 
b7E 


6. Does the system/projeei collect any information directly from the person who is the 
self v'.! of the infi rmatior 

X NO [If no, proceed to tpestioa 7,) 

.YES 


I INC LASSIE! BD//FOIJO 
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a. Does the system/pmject support criminal, CT, or F€l investigations or 
assessments? 

NO 

_YES \ I f yes, proceed tv question 7. j 

b. Are subjects of information from whom the information is directly collected 
provided a written Pro eyAet(eX3)s omen! * either he olieetion bro or\ a 
separate notice f; 

_NO {The program will need to work with POLO to develop/hnplmenf 

the necessary formfrfoj 

YES Identify any forms, paper or cJeetronle, used to request such 
information from the information subject: 

7. Are Social Security Numbers (SSNs) collected,: maintained or disseminated from the 
system-project? Full SSNs should only be used as identifiers in limited instances. 

X NO _YES If yes, cheek all that apply; 

.SSNs are necessary to establisfocceifinn the identity of subjects, victims, 

witnesses or sources in this law enforcement or Intelligence activity. 

SSNs art necessary to identify FBI personnel in this internal administrative 

system, 

.SSNs are important for other reasons, Describe: 

.The system/project provides special protection to SSNs (e.g., SSNs are 

encrypted, hidden from all users via a look-up table, or only available to certain 
users). Describe: 

It is not feasible for foe svstem/proiect to orovlde special protection to 
SSNs'" Explain: 

8. is the system operated by a contractor? 

X No. 

...._Yes. Information systems operated by contractors for the FBI may be 

considered Privacy Apt systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates Pi! and additional requirements may be 
imposed as a matter of Department of Justice policy. Consultations with the 

UNCLASSIF1ED//F0U0 
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Office of the Genera ( cunae may be required if a contractor is operating t it* 
system for the FBI. 

9. Has the system undergone Certification & Accreditation (C&A) by the FBI 
Security Division (SecD)? 

NO If no, indicate reason; if C&A is pending, provide anticipated 
completion date: 

X YES jwas last accredited on March 15,2012 and has authority 

to operate (A T O) through March 22, 2015 at the following risk levels: 


Confidentiality; 

_Low 

Moderate 

X High 

Integrity: 

_Low 

X Moderate 

High 

Availability: 

Low 

X Moderate 

High 


'Not applicable - this system is only paper-based. 


10. Does the system conduct data mining as defined in Section 804 of the 
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L 11.0- 
53 (codified at 42 DSC 2000ee-.>)? 

X NO 

YES If yes, please describe the data mining function; 

11. Is this a national security system (as determined by the SecD)? 

_NO X YES 

12. Status of System/ Project: 

This is a new system/ project in development. {If yon checked this block, 
STOP, The FT A is now complete and after division approvals) should be 
submitted to FBI OGC/PCLU for final FBI approval and determination if 
PIA and/or other actions are required,) 

II. EXISTING SYSTEMS / PROJECTS 

1. When was the system/project developed? 2004 

2. Has the systen reject undergone any significant hr g< sine April 17 2CK 

NO [If no, proceed to next question (11,3).j 
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b3 

b7E 


X .dieatewhiel i, % u i were in (markall 

changes that apply, and provide brief explanation for each marked change): 

_f> mernon n ai ape? t swd c„c d* to „ t or 

vi go from i <* a tier , < t r r ' *< > i s n 
iden HI k to a fo a rt that Is idem I hie to pa , at d idt ils 

_\newuseot <*, s ,v i [ a c« * ncludin i ion of a 

technology, that changes; how information in identifiable form is managed. 

U s change that uoaid create a more oj s 
avenue for exposure of data that previously did not exist.) 

_ A change that results in information in identifiable form being 

merged, centralized, or matched with other databases. 

A new method of authenticating the use of and access to 
information in identifiable form by members of the public. 

A systematic incorporation of databases of information in 
identifiable form purchased or obtained from commercial or public sources. 

_ A new interagency use or shared agency function that results in 

new uses or exchanges of information in identifiable form. 

A change that results in a new use or disclosure of information in 
Identifiable form, 

A change that results in new Hems of information in identifiable 
form being added into the system/project. 

Changes do not involve a change in the type of records maintained, 

* t j $ wf * Mui <t ; 1 < i s ise 

dissemination of information from the system/project. 


b3 

b7E 


3. Does a PIA for this system/project already exist? 
.X_.NO .YES 


liXfliASSiFIED/./FGUO 


X Other 1 Provide brief exolanatio.nl: f 
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a. Provide date/title of the PL4: 

h. lias ihe system project undergone an> signineam changes since the Ft A? 
NO _YES 


pile FT A is now complete nod after division approval^} shoo id he submitted to 
FBI OC3C/FCLU for Baal FBI approval nod determination if FI A and/or other 
actions are required,] 


UNCL A S SIFIED/7 POU O 
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NAME OF SYSTEM / F.ROJEC 


FBI PRIVACY THRESHOLD ANALYSIS (FTA) 
<€!■ | | 


BTKR FBI ItaJqueAttet IT): SYS-0000090 


f'Efe Fivur 

x By; 

Beeson •; 
PtdiivsA 0< : ; •: 


SENT EM.TROJFCT TO C 

V I ^ I . 

Sapper: l oh ON VASH) 

i Divfei oa; fTSD _ 

| Shone: ] I 

! Room Number: IB 3 B JEM 



FBI RATION 1% y- RM FU1 \ IF APPRO! El A onnpSetv ^ venom see end i^»wi> pOon 


Program Division: 
Cmicoi loaidcre 


Frog rum Manage? (or other appropriate 


Signature: 


Bate 


stgue 


eh; 


‘-jhu/H 


□ 


NO Oe < s i o ' ' xs Kk o\ g s . v s 


1 F 8 THQi>hM.«v 

; Simmierv: 



Sismcuure | 

I 1 ' Services Division 




L 

| ill SO) 

i Dme signed: - •'' 

Date signed: 


Division pnvacv Officer 


$%naiud 


Dme s mned: ; 


JCiRG) 


4/ 


xf y decries ( x Ax dspy 
Seeneo ASS' 


N&?ne:[_ 
Title: Id; 


y SpedsisN 


After Ml dhonnn emgrexOm Bem md stynno herd enps pins xopr ;o FBI A let I t IHI \Od> 

{Tho ' "} £V x x x CO: I X Ox x' xX X vl'\ x O X SuO/M' ( C i x x , ' s X x' OS 

loilowing page.) 
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)\Mt-M\tNRD\w IN Moscow k^^|h^Um 'A 

Kl..t i s (’l .,0 toRoonsg fT-\ submission. The A sh^%r Nhosskl s Y|yOsjhq qey(j/pgy yont eoniimw. j 


PiA is required by the E-Goveramesn Act. 

PiA is to i>o completed us a matter of FBi/DOi disowrion. 
is PIA to fee published on FBI.GOV (after any RMD F01A redactions)? Yes. _No (Indicate reason): 


X_ PIA is not required for the to how log svason(s): 

System does res collect, maintain, or disseminate PH. 

System Is grandfathered (in existence before 4/1701)03, no later changes posing sigmficam privacy risks/ 
X Intonnatioo ro the system relates to internal governntent operations, 

Systesn has been provioosiy assessed under so evaluation simitar to a PiA 

.No significant privacy issues (or privacy issues are unchanged). 

.Other /describe): 


Applicable SCRX/sr .DO) TRhNOX Central Hounds byrrem. 

Not il\ FBI RMD/RiDS per MIOG ! 00,2.37 .No X Yes-Gee sample PC os; PCI At intranet website here: 

htt.p::/Aicnt«/DO/DGC/L,T B/PClAi /PrivacyCIvilNbOI jbertles%20i,ihrsrv/tbnn tor ...to tog 190-2-3 ec.wpd 

"" t\ v ' 'R\ v ,s *<\ \ >\ ' \ \ .Yes tind-eam revisions needed): 


'sssS ^ ^ ,.v.'\ssS N ' \ \ W 

Privacy Act ;e){ 3 ; statements will bo prepared to accompany medic cards and deployment sheets 
provided to personnel Horn whom Inforttaatlon is collected and will be stored within TRIGS. 


FIT'; a/pm Hk g). qs " shoutJ co"s t <wh AMDs Gourds odn on Kecob tcvd; ewuoNo avoids nm.'s 
Fite systent may coma.In Federal records whether or not it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archo.es and Records Aduhensrrarknr :s necessary. RMD can provide advice on tins 

_' _" __x y_ NBP’'Tm n ’uN. A (gyp ’ __ * __2t \n. s nLV h '_a2 _ 

Other:'. 


James i. London. Deputy General Counsel and I Signature. .ptG" m-"' wy> 

" ' y ik ' ' \ v ^ ,v! .!'& Vo^KO 


n/'NC.i:,ASSIFIEDi 
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{UNCLASSIFIED! 


2. Does the system/projeu collect. R'i'ior or disseminate any r w' on about 
n ^ s * *■ nut berg cm 4 get\0' ...... . o n< o * 

NO ISCno, STOP. I be F FA A now complete ami alter division appro*at(s) 
should be submitted to FBI OtXYIH'1.1 for final FBI approval Unless yon are 
others Ise advised, no FI A Is required*! 

.X YES (if yes, please continue, f 

3, Please indicate if spy of the o n na characteristics apply to the infematioo m the 
* s m about » n Cn.’.K «\ » t o.md. .hat tog-er. sdte>,oda a no\ ateot.'A ' V 

linkable to an individual. 

(Cheek ell that apply.) 

x The < *rr , M ' 0reedy idem! ties sped he \ v 4*" ^ 

_ The '.odunnad'a; is Mended to be used, in core use non with other data elements, 

os hvhreeth hrintif* >:xrcdde iudhldoal.v 

_The information can. be used to distinguish or knee an individuals Identity (ie., it 

is linked or linkable to specific individuals). 

If yon marked any of the above, proceed to Question 4, 

.None of the above, if none of the above, describe why the information does not 

v t v.c, v ' di N > n v * N ct «£ ej <nd act If you checked tins item 

ATOP here after providing the requested description.] 


| UNCLASSIFIED] 
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fFNCXASSIFiFDJ 


b7E 


YES Identify »ay forms* paper or cleat remits «sed to report? m$h 
information from tho'Monaatitm subject:: 

7. \re V\ X,, x Numbers X YAV cfo leered, ,\v x*. \\ ' u ' fo-m i v 

system/project? Fall SSNs should only be used as rdentitiets is limited instances, 

\x \ \F\ IfsexdmekalUlmtappb: 


SSNs ore necessary to esiablish/contirm the identity of subjects, victims, 
s e v. » ret? s x v f^v u > ':av. x 


.X n\\- o"s\oc' x\' * p x n r 

administrative system, 

SSNs are important for other reasons. Besmho; 

_ The syatem/projeet provides special protection to SSNs (c.g., SSNs are 

encrypted, hidden from a!! users via a look-up table, or only available to certain 
users* Describe: 

* is nor feasible for the s>an, e project to provide special protection; 
SSNs. Eaplatat 

8. la the system operated by a contractor? 

£.X No, 

.Yes, Information systems operated by contractors for the FBI may fee 

xX - ^ xx F vxxv Axt X'-stps ofrecords The I extend Mq $*\ n „ 
contains siandarxi contract classes that mast be included in the event the system 
collects* maintains or disseminates PII and additional requirements may fee 
\ xf ss a manvrfo Department of ,honce xX Consultations x foe 
dike of the Oetteral Counsel may be required if a contractor is operating the 
system for the FBI. 

fo ihfel the -vstem undetyvto Cofofteatier fo foomfotat ,m ;CfoA> fo the * W 
Security Division (Sect)?? 

_X_NO I f no, fodkafo re ason; If CfoA is pending* provide anticipated 

_ completion date: | 


I I'M I ASSIFIED) 
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K \! 5 \SMi II !>j 


b7E 

YES If yes, please imikttt# the following, if k»«w.m 

Provide date o.f last C4kA wriWxcMkmiw-Citrtiixmtkmi 

€nnBdeo&iity;_Low_JVtoderate.High.Undefined 

Integrity? Law Moderate High. UmMiaed 

Availability:; _Low Moderate 'High 'Undeiioed 

Not applicable - this system is only paper-based. 

10. \ NN ' p ' $V N.bvv, ,U A E \0' »{Hj t ^ N 

.X.NO 

YES If ves t please proside the dale mti name or 
title of the OMB mhmmhmi 

11. Ideas the system conduct data mining as defined in Section S04 of the 
Implementing Recmmncodaikms of'the 9/1 i Commission Act of 2007, P.1,. 110- 
53 (cod I Bed at 42 CSC 2000ee-3/? 

X.NO 

YES If yes, please describe the data mining function; 
i 2. is this a national security system (as determined by the SecD}? 

.X.NO YES 

i 3. Status of System/ Project; 

l''' V" sx ' ^ ' m open {b '•on Onihr Po^ bluer. 

STOP. The PI'A is mm complete and after division approva!(s| should he 

sulsotmed to FBI OCiC.OY.IXJ for final FBI approval and detvnnomtmo if 
PI A and/or other actions arc mplmkf 

II. EXISTING SYSTEMS / PROJECTS 
I, When was the system/project developed? FY2OO5-2O06 

11 XU \bSIHH>j 
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UNCLASSIFIED! 


2. Has the system/project undergone any significant changes since April 1 a 2003? 
NO [If no, proceed to next question (1X3).] 


\ ' S . " i „ V. v" V , \ x V' v V „V''sCs V\ *'00? k Sp 

changes that apply, and provide brief explanation for each marked change): 
The system was DEVELOPED and IMPLEMENTED post-Aped 17, 2003. 

\, 'vs •' 'O' - > ' s.. > N >. ^ N 

A change Aon- information io a format that is anonymous or non- 
idemlfmhfo to a format that is tdemlflahk to particular individuals. 

X A new use of an IT system/project, including application of a new 
technology, that changes how information In kkntifnfok form is managed. 
iFor example, a change that would create a. more open environment and/or 
avenue for exposure of data that previously did not exist..,! 

A change that .results In information in Identifiable .form being 
merged, centralized, or matched with other databases. 

A new method of authenticating the use of and access to 
information in identifiable form by members of the public. 

A systematic incorporation of databases of information i n 
t ' -- *. -i e o' ■. e' v >m <. , , > * -• 

... A new Interagency use or shared agency function that results in 

new uses or exchanges of information in identifiable fonts. 

i dess tits ah I e form. 

Explanations: Content wall be accessible through a new application that 
provides for additional features. Tots wifi take the form of a 
new repository for information on individuals in identifiable 
form, 

A change that results in new Items of information m identifiable 
e, ' \ * foe* tote > ter p n e. 

Changes do not tnvol ve a change in the type of records maintained, 
the individuals on whom records are maintained, or the use or 
dissemination of information from the system/project 


It \t 1 V\fo! tt !>} 
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fUNCXASSIFIED} 


Other [Provide brief explanation}: 

? Does a PlA ot this systeiidprqject already exist.? 

.X.NO ..YES 

If yes:; 

a, Provide date/tide of the PI A: 

b, Has the systendprojecf undergone my significant changes since the PlA? 

.NO .YES 

(The FT A h now complete and after division appreval(s) shoo Id be submitted to 
FBI. OGC/PCLY for final FBI approval and defmnlnatlon if PI4 nod/or other 
notions are retptiredj 


1 A< LASdlldO) 
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COO C/PC LU (Rev. 04/01/20 H) 


FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM / PROJECT: I ’ 


MKR FBI Unique Asset ID: Proi20'i3-0R.Q] 


Derived Emm: 

SYSTEM/PROJECT POC 

FBI OCO/PCt :lt FftC_ 

Classified Bv; 

Name:! ! 

Name: AOq I 

Reason: 

Program Office: Strategic Technology Unit 

Phone! 1 

.Declassify On: 

Division: Directorate of Intelligence 

Room Number: 7350 


Phone] | 



Room Number: 11079-M 



FBI DIVISION INTERMEDIATE APPROVALS 



Program Manager (or other appropriate 
executive as Division determines) 

Division Privacy Officer ^ 


- 

Program Division; 
Directorate of 
intelligence 

Signature: Qo-A xY C( t s s D 
| Date signer lx ,/?/;*_/ 

Name: Amy L. Sdvee&ifn 

Fitle Sect >5! ( let) Strategic Services Settlor 

Signature 
Date signer 

:_N/g/ y ^ ltL 

Name:! 1 

title Psid,} Officer- 


After all division approvals, forward signed hard copy plus electronic copy to FBI OGC/PCLU (JEH 7350), 

(Th FBI Pri ae « \ i ivi) Liberties < Biceps determinations, conditk ts, and ?r final appro I* ill bt cordet ..>3. 
following page.) 
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FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS: [1 bis section will he completed by the FBI 
PCLU/PCLO followin g F T A s ubmission. The FT A d r:; (Or shock ! skip ■:•:> she next page and cont inue.;. 


PIA is required by the E-Govemment Act 

_PIA is to be completed as a matter ofFBI/DOJf discretion. 

Is PIA to be published on PBI.GOV (after any RMD FOiA redactions)';’ 


i No (indicate reason): 


_ X _ PIA is not required for the following reason(s): 

System does not collect, maintain, or disseminate PH. 

System is grandfathered (io existence before 4/17/2003: no later changes posing significant privacy risks). 
In ion in tie kite vernn peraiio 

' s I > ! his > sc ed ndt ) e\ 11 to a PI 


A PIA v 
PIA. 


conducted for the Secret version of FIDS- dated 9/10/2011. IS FIDS is consistent with the Secret FIDS 

Nr i i v iss rivacy ics as chai I 

_Other (describe): 


Applicable SORN(s): FBI-002: Centra! Records System SORN 


Notify FBI RMD/RsDS per MiGG 190.2.3? .No _Yes-See sample EC on PC.LU intranet website here: 

http://hoitte/D{.>/OGC/l./rB/PCI.;li/PrivacYCivii%2fti.j;>erties%20!. • brary/lbrm for miogihO-2-3 ee.wpd 

SOR'N/SORN revisinnfs) required? .No .Yes (indicate revisions needed): 


l'iv| ate tsr w <4j foi\ 

icy Act: (e)(3) statements for related forms? 

No Yes • indicate forms alTected): 

RECORDS The progra 
The system may contain I 
schedule approved by the 
as well as on compliance 

a should consult with RMD to kienlity/resolve a- 
■’edera; records whether or not it contains Privacy 
National Archives and Records Administration i 
with requirements for Electronic Recordkeeping; | 

,y Federal recowfoelcetronie records issues. 
Act requests and, in any event, a records 
s necessary. RMD can provide advice on this 
Certification and any necessary updates. 


I Unit Chief 

Privacy and i.avft Liberties Unit 
Priva Id 1 Libert : 
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I. INFORMATION ABOUT THE SYSTEM / PROJECT 

1. Provide a general description of the system or project that includes: (a) name of 
the system/project, including associated acronyms; (b) structure of the 
system/project, including interconnections with other projects or systems; (c) 
purpose of the system/project; (d) nature of the information in the system/project 
and how it will be used; (e) who will have access to the information in the 
system/project; (f) and the manner of transmission to all users. 

Name of the svstem/proiect, including associated acronyms: _ 


Purpose of the system/project: 


Structure of the system/project, including interconnections with other projects or 
systems: _ 


Nature of the information in the system and how it will he used; 


Who will havp arpptc to thu information in tho evetpin*? 


b3 
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b3 

b7E 
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Manner of transmission to all users: 


2. Does the system/project collect, maintain, or disseminate any information about 
individuals (i.e., a human being or natural person, regardless of nationality)? 

_NO [If no, STOP, The PTA is now complete and after division approval(s) 

should be submitted to FBI OGC/PCLU for final FBI approval. Unless you are 
otherwise advised, no PIA is required.] 

_X_YES [If yes, please continue.] 

3. Please indicate if any of the following characteristics apply to the information in the 
system about individuals: Bear in mind that log-on information may identify or be 
linkable to an individual. 

(Check all that apply.) 

_X The information directly identifies specific individuals. 

_X The information is intended to be used, in conjunction with other data 

elements, to indirectly identify specific individuals. 

_X_ The information can be used to distinguish or trace an individual’s identity 

(i.e., it is linked or linkable to specific individuals). 

If you marked any of the above, proceed to Question 4. 

_ None of the above. If none of the above, describe why the information does not 

identify specific individuals either directly or indirectly. [If you checked this item, 
STOP here after providing the requested description.] 

4. Does the system/project pertain only to government employees, contractors, or 
consultants? 

_X_ NO _YES 


5. Is information about United States citizens or lawfully admitted permanent resident 
aliens retrieved from the system/project by name or other personal identifier? 

_NO. [If no, skip to question 7.] 
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_X_ YES. [If yes, proceed to the next question.] 

6. Does the system/project collect any information directly from the person who is the 
subject of the information? 

X NO [If no, proceed to question 7.] 

_YES 


a. Does the system/project support criminal, CT, or FCI investigations or 
assessments? 


_NO 

_YES [If yes, proceed to question 7.] 


b. Are subjects of information from whom the information is directly collected 
provided a written Privacy Act (e)(3) statement (either on the collection form or via a 
separate notice)? 

_NO [The program will need to work with PCLU to develop/implement 

the necessary form(s).] 

_YES Identify any forms, paper or electronic, used to request such 

information from the information subject: 

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the 
system/project? Full SSNs should only be used as identifiers in limited instances. 

_NO X YES If yes, check all that apply: 


_SSNs are necessary to establish/confirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or intelligence activity. 


_SSNs are necessary to identify FBI personnel in this internal administrative 

system. 

_SSNs are important for other reasons. Describe: 

X The system/project provides special protection to SSNs (e.g., SSNs are 
encrypted, hidden from all users via a look-up table, or only available to certain 
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users). Describe £ 
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_It is not feasible for the system/project to provide special protection to 

SSNs. Explain: 

8. Is the system operated by a contractor? 

_X_No. 

_Yes. Information systems operated by contractors for the FBI may be 

considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates PE and additional requirements may be 
imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may be required if a contractor is operating the 
system for the FBI. 

9. Has the system undergone Certification & Accreditation (C&A) by the FBI 
Security Division (SecD)? 

_X_NO If no, indicate r eason; if C&A is pending, provide anticipated 

_ completion date| 1 


b3 
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YES If yes, please indicate the following, if known: 

Provide date of last C&A certification/re-certification: 

Confidentiality:_Low_Moderate_High_Undefined 

Integrity: _Low Moderate High Undefined 

Availability: _Low Moderate High Undefined 

Not applicable - this system is only paper-based. 
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10. Does the system conduct data mining as defined in Section 804 of the 
Implementing Recommendations of the 9/11 Co mmi ssion Act of 2007, P.L. 110- 
53 (codified at 42 USC 2000ee-3)? 

_X_NO 

_YES If yes, please describe the data mining function: 

11. Is this a national security system (as determined by the SecD)? 

_NO X YES 

12. Status of System/ Project: 

_X_This is a new system/ project in development. [If you checked this block, 

STOP. The PTA is now complete and after division approval(s) should be 
submitted to FBI OGC/PCLU for final FBI approval and determination if 
PIA and/or other actions are required.] 


II. EXISTING SYSTEMS / PROJECTS 

1. When was the system/project developed? 

2. Has the system/project undergone any significant changes since April 17, 2003? 
_ NO [If no, proceed to next question (II.3).] 


YES If yes, indicate which of the following changes were involved (mark all 
changes that apply, and provide brief explanation for each marked change): 

_ A conversion from paper-based records to an electronic system. 

_ A change from information in a format that is anonymous or non- 

identifiable to a format that is identifiable to particular individuals. 

_ A new use of an IT system/project, including application of a new 

technology, that changes how information in identifiable form is managed. 
(For example, a change that would create a more open environment and/or 
avenue for exposure of data that previously did not exist.) 

_ A change that results in information in identifiable form being 

merged, centralized, or matched with other databases. 
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_ A new method of authenticating the use of and access to 

information in identifiable form by members of the public. 

_ A systematic incorporation of databases of information in 

identifiable form purchased or obtained from commercial or public sources. 

_ A new interagency use or shared agency function that results in 

new uses or exchanges of information in identifiable form. 

_ A change that results in a new use or disclosure of information in 

identifiable form. 

_ A change that results in new items of information in identifiable 

form being added into the system/project. 

_ Changes do not involve a change in the type of records maintained, 

the individuals on whom records are maintained, or the use or 
dissemination of information from the system/project. 

_ Other [Provide brief explanation]: 

3. Does a PIA for this system/project already exist? 

_NO _YES 


If yes: 


a. Provide date/title of the PIA: 

b. Has the system/project undergone any significant changes since the PIA? 

_NO _YES 

[The PTA Is now complete and after division approval(s) should be submitted to 
FBI OGC/PCLU for final FBI approval and determination if PIA and/or other 
actions are required.] 
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L INFORMATION ABOUT TOE SYSTEM / PROJECT 

L Provide a general descnpikm of the system or project that inchniew (a) name cl 
the syshnu/projeet, kndndiug associated aeroayuw; Id) structure cd' tfee 
system/pro jeep ksehuting tufereturneel )ms with other projects or systems; le) 
purpose of the systeat/|trtsjeeh (d) nature of the krturmottou to the sysiews/p rojeet 
stid how it will fee used) (e) who will hove access to the htformattoo hi the 
systenuprojeet; (f) md the mmmr of transmission to all users. 

The Terrorist Scree Tog Ceater Network (TSCNB?) h so tsndasetfied windows network 
eoviromoeot designed to host «d ptoxide cooocetMty to other systems. TSCNET 
'provides the Terrorist Screemng Center t ISO with access to undasShod networks so 
her r\ v>o*d coo aw Iedend Teeun of I omv< v> " -HO \oe essomed 
Bpplimiom, deluding the Terrorist Sereenlne INddmse ITSDBF TSCNET provides 
secure Ueh--soeed acecssi _ 
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2, Does? the system/project collect.. ntamuH or disseminate any mformutten about 
individuals x ? o a human being or natural person, regardless of nationality}? 

X.NO [If.sue STOIC The FT A A sum.' eusupieiv oO alter division apgswalto) 

should be **& s to FBI OGCVPCXL for fbsai FBI * OAF 1 \ vest ere 

churn Ac ads ssrrk no Li A is repaired. | 

^Tns.'Xc! collects one!? leg one \ -* n logon n ! on s on C Ohe? Pd collected 

soesoussani m c?<so?ninetosl h> IbCXet will he described in the psivae) d<vunu realtors 
assochsscd udh the sped lie application that pet torsos such function. 

_YES |If ye% please enntfemcj 

3, Pico s indicate 1 any of the following characteristics: apply to the information in the 
system about mdivsdsials: Bear in mind that log-on information may identity or be 
linkable to an individual. 

(Check all that apply.) 

The mihrniarion directly kkvstifku sped fk ismsvideos. 

_ tv information is intended to be used. It? conjunction with other data elements. 

to tndunctly identity specific individuals 

is linked or linkable to specific individuals). 
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OHCHet collects audit log and genera! logon information. Other types of FI! collected, 
mamtaioed, or disseminated by TSCNet will be described m dm privacy docomentation 
associated with tire specific application that performs such fuiwtlotf|if;: 

I f you marked a say of lire above, proceed in Quest inn 4. 

None of the above. I f none of the above, describe why the information dees not 
.identify spec ilk mdividoals either directly ot indirectly. I If you cheeked this item, 
STOP here after providing the rep nested dewOpdonJ 

4, Dees the sysmmknoect pertain only to govemmeet employees, contractors, or 
consukarsoO 

HO X YES 


5. Is information about United States citizens or law hilly admitted permanent resident 
aliens retrieved from tire system/proket by name nr other personal Identifier? 

NO. fit no, skip to tpwRkm 7,j 

YIIS. pf yes, proeeetf to the nest qocsikm.} 

6. Does die system/prQeci collect any udVamaik.m directly from the person who is the 
subject of the Information? 

\ s It t* > <s.o , ^ stmo ' a 

t.tser? 

YES 


a. Does the system/prqieci support criminal., CT, or FCt Investigations or 
assessments':' 

NO 

YES (If yes, proceed to question ?,) 


b. Are subjects of information from whom the information is directly collected 
provided a written Privacy Act (e)(3) statement (either on the collection Irani or via a 
separate notices? 

.MO {The program will need to work wlfb FCLU to devciep/lmplemeot 

the necessary fkrrmsbj 
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YBS Identify any forms, paper or electronic, esed to request such 
info ratal km from the information subject: 

?. Are Social Security Numbers tSUNs} collected, maintained or r!iseenArmed from the 
system/pndeci? Full SSNs -should only be used as idemblew in limbed distances. 

Mu V Fib If yes, cheek all that apply 


.SSNs are necessary to estabiisivconfirm too identity of subjects, victims* 

s' mm s ' i' n > ' . 'c> 'om<> i ,> -oatr , 


SSNs are necessary to identify FBI personnel in tins interna! administrative 

system. 

.SSNs are important for other reasons. I)escribe: 

The system/ptojeet provides special protection to SSNs (e.g„ SSNs arc 
uuyr * H kl > n sons' t Nvi ^ ' od v i A ! 

users,!, describe: 

It ;s rest feasible for the system/projeet to provide special protection to 
Sv'\s Iwplam: 

S. is the system operated by a contractor? 

No. 


Yes. Information systems operated by contractors for die FBI. may be 
v t \ vxU ! V V ^ V\ s n 5 U\ O V 1 A N w, o 

comams standard uo.ni.raot clauses that must be ine Faded in the event die system 
collects, maintains or disseminates PI! and additional requirements may be 
imposed as a matter of Department of Justice pohey. Consist lotions with the 
Cilice of the General Counsel may be requited if o contractor is operating the 
Nt-nuo m; the F'Bf. 
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oodernooe Certi ! 
on (SecD)? 

cation & Acceedkaii 

•.n.$ iC&A 

> by the FBI 

if no, Indicate r* 
completion dote 

a*»»; if CAA Is pet 

dknp pr 

wide atkieipated 

If yew please indieate the following* 

if knows 


Provide dote of 
b 

not CYkA eertifkatl 

wkre-eet' 

llt'katlea;: March 

Confkleatialdy: 

Low Moderate 

JEgh _ 

Code fined 

Integrity: 

_JUm Moderate 

.High.. 

Undefined 

Availability; 

Low Moderate 

.High.. 

Undefined 



YFn If yes, please provide the dike m4 name or 


title of tbe OM8 sobodssfon: 
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so bout ted to Fill OEIC/lFCXL tor fired FBI approval and deiernfotedeo B 
F I A o r dIor i> ikes• a el I ons a re r eq n I red. I 


IF EXISTING SYSTEMS / PROJECTS 

1. When was ihe system/project developed? April 2005 

2. Has the sysiem/prsaeet undergone airy significant changes since April 17, 2003? 

.X.NO IB res proceed to next question 01.3},] 


YUS 1; sco. > rdtvx tc w mu w foe IN uwmg ehanaoN wvie no <sv, d trnaek all 
changes that apply, and previ.de brief explanation for each marked change): 

A conversion from paper-based records to an electronic system. 

A change from information m a format that is anonymous or non- 
,1 DU ^ o > 1 i m to t v v p , s > . n s ao 

A new rise of an IT systern/profock .inch.nii.og. application of a new 
technology, that changes how irhbrrnadou in identifiable form is managed. 
(For example, a change that weald create a more open environment, and/or 
avenue Id?- exposure of data that previously did not exist.) 

A change that results in information in identifiable form being 
merged, earn rah red, or matched with other databases. 

A new method of authenticating the use of and access to 
information in identifiable form by members of the public. 

A systematic incorporation of databases of information in 
! itft { bU O' »> ! ebu> K I'll s ! 0 V. > P d V mUWv 

A new I atcragcuey use or shared agency function that results in 
new uses or exchanges of information in Idemdlable form. 

A change that results in a new use or disclosure of information in 
i den tiilabl e form.. 

A change font results in new gems of udonnatmo in identi (table 
' 'Wv w FA. me '•ve u. .s 
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Changes do not involve a change in the type o f records maintained, 
the iTKt: v ideoh on whom records arc maintained, or the two or 
dissemination of intbrrnmion from the systenCproiect, 


Other f Provide hrkf explanation^; 



a. Pro v hie datef title of the PI A: 







(OGC/PCLU (Rev. 05/15/09) 



FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

(Equivalent to the DOJ Initial Privacy Assessment (IPA)) 
NAME OF SYSTEM / PROJECT: | | 

BIKR FBI Unique Asset ID:_ 



SYST EM/PROJECT POC 
Name:| " — "| 

Program Office: Technical Management 
Services Unit (TMSU) 

Division: Operational Technology 

Divisi on (OTP) _ 

Phone 1 I 

Room Number: ERF, B-221 _ 


Room Number: 7350 JEH 
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FBI DIVISION INTERM EDIATE APPROVALS [complete as necessary consonant with Division policy] 



Program Manager (or other appropriate 
executive as Division determines) 

Division Privacy Officer 

Program Division: 

Signature: 

Signature: 

Operational Technology 

Date signed: 

Date signed: 

Division (OTD) 

Name] | 

Name: PatrickN. DeVall 


Title: Unit Chief, Technical Management 

Title: Section Chief, Technical Program 


Services Unit (TMSU) 

Section 

FBIHQ Division: 

Signature: 

Signature: 

[insert division name] 

Date signed: 

Date signed: 


Name: 

Name: 


Title: 

Title: 


After all division approvals, forward signed hard copy plus electronic copy to FBI OGC/PCLU (JEM 7338). 

( The FBI Privacy and Civil Liberties Officer's determinations, conditions, and/or final approval will be recorded on the 
following page.) 

Upon final FBI approval, FBI OGC/PCLU will distribute as follows: 

1 - Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520) 

Copies (recipients please print/reproduce as needed for Program/Division file(s)): 

1 - DOJ Office of Privacy and Civil Liberties (via e-mail to 1 

privacy@usdoj .gov) 1 

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 1 

20530) _ 1 

2 - FBI OCIO / OIPP (JEH 9376, attn j | _ 

1 - FBI SecD/AU (elec, copy: via e-mail to UC| [ 

1 - RMD/RMAU (attn: | | 

2 - Program Division POC /Privacy Officer 
2 - FBIHQ Division POC /Privacy Officer 


- OGC/PCLU intranet 
-PCLUUC 

- PCLU Library 

- PCLU Tickler 

b6 

b7C 


epic.org 


EPIC-14-06-04-FBI-FOI^-20150616-7th-Production 


EPIC-2333 
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FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS:_ 


_PIA is required by the E-Government Act. 

_PIA is to be completed as a matter of FBI/DOJ discretion. 

Is PIA to be published on FBI.GOV (after any RMD FOIA redactions)? _Yes. _No (indicate reason): 


x PIA is not required for the following reason(s): 

_System does not collect, maintain, or disseminate PII. 

_System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks). 

_Information in the system relates to internal government operations. 

_System has been previously assessed under an evaluation similar to a PIA. 

x No significant privacy issues (or privacy issues are unchanged). 

_Other (describe): 


Applicable SORN(s): N/A _ 

Notify FBI RMD/RIDS per MIOG 190.2.3? x No _Yes--See sample EC on PCLU intranet website here: 

http://home/DO/OGC/LTB/PCLU/PrivacyCivil%20Liberties%20Library/form_for_miogl90-2-3_ec.wpd 

SORN/SORN revision(s) required? _No _Yes (indicate revisions needed): 


Prepare/revise/add Privacy Act (e)(3) statements for related forms? _No _Yes (indicate forms affected): 


RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues. 
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this 
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates. 
Other: 


David C. Larson, Deputy General Counsel Signature: 

FBI Privacy and Civil Liberties Officer _ Date Signed: /s/ 7/19/2010 
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I. INFORMATION ABOUT THE SYSTEM / PROJECT 



A. Type of FBI employee/contractor information stored includes: 

a. The full name of the FBI participants, both employee and contractors 

b. Internet Protocol (IP) address of the workstation they are logging into; 


B. Purpose for collecting the information and how it will be used: 
a. For security auditing purposes only 
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2. Does the system/project collect, maintain, or disseminate any information about 
individuals in identifiable form, i.e., is information linked to or linkable to specific 
individuals (which are the definition of personally identifiable information (PII))? 

_NO [If no, STOP. The PTA is now complete and after division approvai(s) 

should be submitted to FBI OGC/PCLU for final FBI approval. Unless yon are 
otherwise advised, no PIA is required.] 

_X_ YES [If yes, please continue.] 


3. Does the system/project pertain only to government employees, contractors, or 
consultants? 

_X_NO _YES 


4. Is information about United States citizens or lawfully admitted permanent resident 
aliens retrieved from the system/project by name or other personal identifier? 

__X_NO _YES 


5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the 
system/project? 

X NO _YES If yes, check all that apply: 


_SSNs are necessary to establish/confirm the identity of subjects, victims, 

witnesses or sources in this law enforcement or intelligence activity. 
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_SSNs are necessary to identify FBI personnel in this internal administrative 

system. 


_SSNs are important for other reasons. Describe: 

_The system/project provides special protection to SSNs (e g., SSNs are 

encrypted, hidden from all users via a look-up table, or only available to certain 
users). Describe: 

_It is not feasible for the system/project to provide special protection to 

SSNs. Explain: 


6. Does the system/project collect any information directly from the person who is the 
subject of the information? 

_NO [If no, proceed to question 7 

_X YES, but only log-on and password information 


a. Does the system/project support criminal, CT, or FCI investigations or 
assessments? It provides a means of sharing technical information that might lead to 
possible improvements in current collection system designs. 

X YES [If yes, proceed to question 7 ] 

_NO 


b. Are subjects of information from whom the information is directly collected 
provided a written Privacy Act (e)(3) statement (either on the collection form or via a 
separate notice)? 

_NO [The program will need to work with PCLU to develop/implement 

the necessary form(s).] 

_YES Identify any forms, paper or electronic, used to request such 

information from the information subject: 

7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security 
Division (SecD)? 

_NO If no, indicate reason; if C&A is pending, provide anticipated 

completion date: 


epic.org 


SENSITIVE BE f UNO 4SSIFIEB 

EPIC-14-06-04-FBI-FOIA-20150616-7th-Production 


EPIC-2337 



S E N Sill V E B U I 0 N CL A SSI FI E 0 


X YES If yes, provide date of last C&A certification/re-certification: 

04/09/2008 

_Don't Know. 

8. Is this system/project the subject of an OMB-300 budget submission? 

X NO _Don't know _YES If yes, please provide 

the date and name or title of the 
OMB submission: 

9. Is this a national security system (as determined by the SecD)? 

_X_NO _YES _Don't know 


10. Status of System/ Project: 

_ This is a new system/ project in development. [If you checked this block, 

STOP. The PT.4 is now complete and after division approval(s) should be 
submitted to FBI OGC/PCLU for final FBI approval aud determination if 
PIA and/or other actions are required.] 


II. EXISTING SYSTEMS / PROJECTS 

1. When was the system/project developed? 2001 

2. Has the system/project undergone any significant changes since April 17, 2003? 
_ NO [If no, proceed to next question (II.3).] 


X_ YES If yes, indicate which of the following changes were involved (mark all 
boxes that apply): 

_ A conversion from paper-based records to an electronic system. 

_A change from information in a format that is anonymous or non- 

identifiable to a format that is identifiable to particular individuals. 

_A new use of an IT system/project, including application of a new 

technology, that changes how information in identifiable form is managed. 
(For example, a change that would create a more open environment and/or 
avenue for exposure of data that previously did not exist.) 


epic.org 


SENSITIVE BO f UNCI ASSIFIEB 

EPIC-14-06-04-FBI-FOIA-20150616-7th-Production 


EPIC-2338 


S E N Sill V E B B I 0 N CL A SSI FI E 0 


_ A change that results in information in identifiable form being 

merged, centralized, or matched with other databases. 

_A new method of authenticating the use of and access to 

information in identifiable form by members of the public. 

_ A systematic incorporation of databases of information in 

identifiable form purchased or obtained from commercial or public sources. 

_ A new interagency use or shared agency function that results in 

new uses or exchanges of information in identifiable form. 

_ A change that results in a new use or disclosure of information in 

identifiable form. 

_ A change that results in new items of information in identifiable 

form being added into the system/project. 

_ Changes do not involve a change in the type of records maintained, 

the individuals on whom records are maintained, or the use or 
dissemination of information from the system/project. 

X Other [Provide brief explanation!: I I 


3. Does a PIA for this system/project already exist? 

X NO PTA 5/16/2007 ] | b7E 

_YES Previous 


If yes: 


a. Provide date/title of the PIA: 

b. Has the system/project undergone any significant changes since the PIA? 

X NO YES No change that would impact privacy. 

[The PTA is now complete and after division approval(s) should he submitted to 
FBI OGC/PCLU for final FBI approval and determination if PIA and/or other 
actions are required,] 
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L Provide a general description of the system or project that includes; (a) 
name of the system/project, Including associated acronyms; (b) structure of 
the system/project, Including interconnections with other projects or system: 
(e) purpose of the system/project; id) nature of the Information l» the 
system/project and how It will fee used; (e) who will base access to the 
! information In the system/project; (f) and the manner of transmission to all 
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database called the UCR. Crime Data Explorer (UCR CDE), will not. contain 
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i.NO 

X YES pf yes, please eontmae.l 

\ \o , ' >\ ,o n\r \ \ „ ee - .s'," \ > 

, 0 ‘ x Y x N e i\ ,vs.^ ' 'x \'< x x K^o 

* Victim Officer's Name 

# N t i" " . e x ; \ 'Q 0 p i,' 


* \ ,leo '\ I. \\ x<< ,» ° * N ' ' x' m ,v 'x v " C \ \ ' v < 

Narrative} 

3. Please indicate if any of the following character! alios apply in the information in the 
system about individuals; Bear in mind that lemon .in.tonnat.ion may identify or be 
linkable to an individual. 

tCheu- ah shat ,mph h 

\ ibc .atetau'am daeetN foeeus'er specs tk sndoldu„s 

The information is intended to be used, in conjunction with other data elements, 
to indirectly identify speed it individuals. 

X 't he information can be used to distinguish or trace an individual's identity (i.e., it 
is linked or linkable to specific individuals}. 

.If you marked any of the above, proceed to Question 4. 

None of s r. thuxo If not e ,\ the eN-m. demrtv v.V, s:^ m mm.-noo doex am 
identify specific individuals either directly or indirectly. 

4. xx * x ,'>'>■>< e % v yV ' ' \ . x <' <x "s < 

xonsu bants" 

X NO YIN 

5. x et x\\ x xx h e x'x t o^ o ,\x x , ...m' w e, x 

X X x XX X x ' v. V xx ! x 

NO. flf .no, skip to question 7.} 

.X.YPN, pf yes, proceed to the next question.) 

6. '' V xx' x" x x>'’ x 'x ’ x\ x x" V ' 'x' ' xx \x x 


UN <; I, A SSI F IE!) 

epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production 


b7E 


EPIC-2369 











X _NO 1 If no, proceed to question 7,{ 


.YES 

v \vs i k rs proj4^ s t 1 " crimi fr if { ma.-a :, j s o % 
a ssessmeme? 

. NO 

YE S 11 f yes» p roc eed to q u esti on ?.) 


h Are subject of information jh>m, whom ihc information is direct is collected 
presided a written Privacy Act (eH?) statement (either on the collection form or via a 
seriate notice 

Nt * [The program w ill need to w ork tv ith P€L l' to develop/implemrnl 
the necessary form(s|.) 

YES Mont ifv any forms, paper or electronic, used to request such 
information from the information subject: 

' \re Nocut. Nccano Neoibets :So\s) eo'lceted. iuur a 000 m d v>emu\ked from the 
system project? Foil S\Ns should onh he used as identitieis Sri limited instances. 

N NO „ YFS If yes, check all that apply: 

.NON are necessary to establisH/confirm the Identity of subjects, victims, 

w uncases or sources in tins law enforcement or intelligence acta ity. 

_SSNs are necessary to identify f ill personnel In this internal administrative 

system. 

__SSNs are important for other reasons. Describe: 

_The system/project provides special protection to SSNs (e.g., SSNs are 

cm v'ke mturlvurT ison'ko a foot' tab»e > e th 'a! h „ o cu>v r 
users k Describe; 

00 ve,s'^le " iNr'4*^ Sugee to 3dn lowe pto'ect <r o 
ESN'-. Fspkmr, 

S. is the as stent apt.rated b> a eotmvk'or’ 
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X No. 

.Yes. Information .systems operated by contractors for the FBI may be 

v ' "?v\ o \» ' X ‘ e' n > < vO o- \' e v. <‘‘ v*., s « 1 I _ ‘ ' 

cmume^ '-teroeid v.ommei clauses hex ease; be meladcc m in. eseut the s> .-use 

v. , V '<S ^ ' » ' } ‘O' 1 , , ' - ' V 

imposed as a matter of Department of Justice policy . Consultations with the 
Office of the Genera! Counsel may be required if a contractor is operating the 
ssxiem for ;G. FRF 

9, Has s k 'O.aem erdop;o;v GumXmfon X seem Jlaivo a X. V<b\ hu. I Ul 
Security Division (SecD)? 

X NO If on, indicate reason.; if C&A is pending, pres ide anticipated 
completion date; The system is still under development. C&A 
will be performed as a pan of the UCRRP and is expected to be completed 
by January 5. 2014. 

__ YES If yes, please indicate the following, if known; 

Provide date of last €&A certiUcalion/rc-ceHifkatfom 


Confidentiality; 

.Lose 

Moderate 

...High 

Undefined 

Integrity; 

.Low . 

m Moderate 

.High 

Undefined 

Availability: 

ALow _ 

_Moderate _ 

JGgh 

i _Undefined 
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